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WW_MS Cybersecurity Management and Policy
Standing Requirements

Program Mission Statement
The Eagle 2020 plan states that the University's mission is to "teach the science, practice and business of
aviation and aerospace." The Master of Science in Cybersecurity Management and Policy degree program
will create a cadre of professionals who can manage the information assets and cybersecurity practices of
manufacturers, federal agencies and branches of the military, financial institutions, businesses, and other
organizations that have a direct and indirect impact or tie to aviation. In addition, the degree program will
add credibility and capacity to the new Security Studies and International Affairs Department, further
augmenting the ability to engage in undergraduate -- as well as graduate -- research consistent with the
goals of the Ignite Initiative.
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ERAU University Mission Statement
Embry-Riddle Aeronautical University is the world leader in aviation and aerospace higher
education. Our mission is to teach the science, practice and business of aviation and
aerospace, preparing students for productive careers and leadership roles in business,
government agencies and the military. Embry-Riddle’s reputation as a leader in aviation and
aerospace higher education is grounded in its aviation roots dating back to 1926.

(REQUIRED) Program Alignment to University Mission

Program Alignment to University Mission
Select all that apply.

Our mission is to:




1. Teach the science, practice and business of aviation and aerospace
2. Prepare students for productive careers
3. Prepare students for leadership roles in business, government agencies, or
military
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Standing Requirements

Program Outcomes
WW_MS Cybersecurity Management and Policy Outcome Set
Outcome

Outcome

Mapping

PO-01 The intersection of the Internet,
Security and Governance
Bridge the major themes of the Internet,
Security and Governance to be studied, as
the Internet can both hinder and advance the
level of security within a given population

No Mapping

PO-01.01 Internet and Governance
Identify how Internet-based services and
applications have changed the ways in which
groups of people and their governments
communicate, organize, and act

No Mapping

PO-01.02 Internet and Security
Analyze the role of Internet-based
communications in key security events such
as transnational terrorism, the Arab Spring,
and Wikileaks, including government
attempts to control the use of Internet-based
technologies

No Mapping

PO-01.03 Infosecurity and the organization
Express the impact of information security
policies and procedures in organizational
terms such as leadership, innovation
through technology, human resources,
financial impact, markets, and process
improvement.

No Mapping

PO-02 Roles and responsibilities
Apply the aspects of the roles and
responsibilities of cybersecurity
management

No Mapping
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PO-02.01Risk
Assess and manage information security
risks within an organization.

No Mapping

PO-02.02 Cybersecurity policies
Develop and implement organizational
cybersecurity policies, procedures, and
training programs.

No Mapping

PO-02.03 Policy and strategy
Design develop and implement effective
cybersecurity policies and strategies from a
broad variety of perspectives, utilizing
strategies, processes and tools learned in the
classroom.

No Mapping

PO-03 Cybersecurity Planning
Document the role planning has in
cybersecurity

No Mapping

PO-03.01 Role of Cybersecurity in
Cyberspace: Law and US Policy Objectives
Analyze the policy objectives of the US
regarding national, human, and cyber
security in relation to current laws.

No Mapping

PO-03.02 Legal Considerations of US
Security Issues
Differentiate US security issues and
challenges along with the associated legal
considerations.

No Mapping

PO-03.03 Organizational Planning
Articulate organizational planning strategies
that include cybersecurity awareness and
operation in all phases of the project life
cycle.

No Mapping

PO-04 Independent Research Skills
Show familiarity with research literature
and analytical techniques, and conduct
research independently on one or more
aspects of cybersecurity management and
policy

No Mapping

PO-04.01 Critical thinking and problem
solving

No Mapping
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Apply critical thinking and problem solving
skills to access sources of information
related to cybersecurity threats and
defenses and to conduct applied research.

PO-04.02 Professional skills
Develop and apply professional
management, leadership, and
communication skills.

No Mapping

PO-04.03 Career advancement
Prepare a path to professional career
advancement by adding information security
knowledge and skills to existing professional
experience and subject matter expertise.

No Mapping
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Courses and Activities Mapped to WW_MS Cybersecurity Management and Policy Outcome Set

Courses and Learning Activities
CMP 501
The Internet, Governance, and Security
CMP 510
The Practice of Cybersecurity
CMP 520
Security Engineering & Management
CMP 630
Policy & Law in Cyberspace
CMP 650
Emerging Topics in Cybersecurity
CMP 690/691
Cybersecuirity Management and Policy
Capstone VII
RSCH 670
Research Methods

MCMCP 501
8.1 Final Exam
Final Exam
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WW_MS Cybersecurity Management and Policy
Courses and Activities Mapped to WW_MS Cybersecurity Management and Policy Outcome Set

Courses and Learning Activities
2017-18
Assessment Cycle
2018-19
Assessment Cycle
2019-20
Assessment Cycle
2020-21
Assessment Cycle
2021-22
Assessment Cycle
2022-23
Assessment Cycle
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2018-2019 Assessment Cycle

Assessment Plan

Measures

WW_MS Cybersecurity Management and Policy Outcome Set
Outcome

Outcome: PO-01.03 Infosecurity and the organization
Express the impact of information security policies and procedures in organizational terms such as
leadership, innovation through technology, human resources, financial impact, markets, and process
improvement.

Measure: 2020 Worldwide Alumni Survey Results (Class of 2018): ERAU’s
Preparation in Program-Specific Skills
Program level Indirect - Survey

Details/Description:

The survey tool will be used to identify the degree
of preparation alumni report that their ERAU
degree gave them to express the impact of
information security policies and procedures in
organizational terms such as leadership, innovation
through technology, human resources, financial
impact, markets, and process improvements.

Criterion for Success:

– 75% of MS in Cybersecurity Management and
Policy alumni will report that their ERAU degree
provided “very high preparation” or “high
preparation” to be able to express the impact of
information security policies and procedures in
organizational terms such as leadership, innovation
through technology, human resources, financial
impact, markets, and process improvements.

Timeframe of Data

Academic year 2018-2019

Collection:
Key/Responsible

Program Coordinator

Personnel:
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Measure: 2020 Worldwide Alumni Survey Results (Class of 2018): Usefulness of
Program-Specific Skills to Job
Program level Indirect - Survey

Details/Description:

The alumni survey will be used to determine the
degree to which alumni feel that the ability to
express the impact of information security policies
and procedures in organizational terms such as
leadership, innovation through technology, human
resources, financial impact, markets, and process
improvement is useful in their current position.

Criterion for Success:

75% of MS in Cybersecurity Management and
Policy alumni will report that the ability to express
the impact of information security policies and
procedures in organizational terms such as
leadership, innovation through technology, human
resources, financial impact, markets, and process
improvement is “useful” or “very useful” in their
current position.

Timeframe of Data

Academic year 2018-2019

Collection:
Key/Responsible

Program Coordinator

Personnel:

Outcome: PO-04.01 Critical thinking and problem solving
Apply critical thinking and problem solving skills to access sources of information related to
cybersecurity threats and defenses and to conduct applied research.

Measure: 2020 Worldwide Alumni Survey Results (Class of 2018): ERAU’s
Preparation in Program-Specific Skills
Program level Indirect - Survey

Details/Description:

The annual alumni survey will be used to show if
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alumni stated that their ERAU degree gave them the
ability to apply critical thinking and problem
solving skills to access sources of information
related to cybersecurity threats and defenses and to
conduct applied research.
Criterion for Success:

75% of MS in Cybersecurity Management and
Policy alumni will report that their ERAU degree
gave them “very high preparation” or “high
preparation” to be able to apply critical thinking
and problem solving skills to access sources of
information related to cybersecurity threats and
defenses and to conduct applied research.

Timeframe of Data

Academic year 2018-2019

Collection:
Key/Responsible

Program Coordinator

Personnel:

Measure: 2020 Worldwide Alumni Survey Results (Class of 2018): Usefulness of
Program-Specific Skills to Job
Program level Indirect - Survey

Details/Description:

The annual alumni survey will be administered to
determine the degree to which alumni feel that the
ability to apply critical thinking and problem
solving skills to access sources of information
related to cybersecurity threats and defenses and to
conduct applied research is useful in their current
position.

Criterion for Success:

75% of MS in Cybersecurity Management and
Policy alumni will report that the ability to apply
critical thinking and problem solving skills to access
sources of information related to cybersecurity
threats and defenses and to conduct applied
research is “useful” or “very useful” in their current
position.

Timeframe of Data
Collection:
Key/Responsible
Personnel:

Academic year 2018-2019
Program Coordinator
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Outcome: PO-04.03 Career advancement
Prepare a path to professional career advancement by adding information security knowledge and skills
to existing professional experience and subject matter expertise.

Measure: Placement Rates from Worldwide Career Destination Survey
Program level Indirect - Survey

Details/Description:

Program graduates will report placement rates

Criterion for Success:

Program graduates will report placement rates
equivalent to the average ERAU Worldwide
placement rate

Timeframe of Data
Collection:
Key/Responsible
Personnel:

Academic year 2018-2019
Program Coordinator

Measure: Relatedness of Degree to Career Position from Worldwide Career
Destination Survey
Program level Indirect - Survey

Details/Description:

Program graduates will report the degree to which
their career position is related to their ERAU
degree.

Criterion for Success:

MS in Cybersecurity Management and Policy
program graduates will report that their career
position is “somewhat related” or “closely related”
to their ERAU degree in equivalent percent to the
average ERAU Worldwide master’s program
graduates.

Timeframe of Data
Collection:
Key/Responsible

Academic year 2018-2019
Program Coordinator

Personnel:
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