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PC_BS Cyber Intelligence & Security
Standing Requirements

Program Mission Statement
The mission of the Cyber Intelligence and Security Department is to prepare students to meet the changing
challenges faced by corporate and public organizations to identify, respond, mitigate and improve their
posture against cyber threats, as well as make satisfactory progress in graduate programs in cyber security
or a related field.

Our graduates will demonstrate strong analytical, design, and implementation skills required to formulate
and solve complex cyber security problems in a professional or research environment and demonstrate
effective communication, collaboration, and continuous learning as ethically and socially responsible cyber
security professionals.

The program partners with advisory board and aligns with nationally recognized frameworks (NICCS,
NSA/DHS, and ABET-Cyber) to measure effective coverage of the common body of knowledge for the
profession.
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ERAU University Mission Statement
Our mission is to teach the science, practice and business of aviation and
aerospace, preparing students for productive careers1 and leadership roles in
service around the world.2
Our technologically enriched, student-centered environment3 emphasizes
learning through collaboration and teamwork,4 concern for ethical and
responsible behavior,5 cultivation of analytical6 and management abilities,7
and a focus on the development of the professional skills needed for
participation in a global community.8 We believe a vibrant future for aviation
and aerospace rests in the success of our students. Toward this end, EmbryRiddle is committed to providing a climate that facilitates the highest
standards of academic achievement9 and knowledge discovery,10 in an
interpersonal environment that supports the unique needs of each
individual.11 Embry-Riddle Aeronautical University is the world's leader in
aviation and aerospace education. The University is an independent, nonprofit, culturally diverse institution providing quality education and research
in aviation, aerospace, engineering and related fields leading to associate’s,
baccalaureate’s, master’s and doctoral degrees.

Program Alignment to University Mission
Select all that apply.








Preparing students for productive careers
Preparing students for leadership roles in service around the world
3
Technologically enriched environment
4
Emphasize learning through collaboration and teamwork
5
Concern for ethical and responsible behavior
6
Cultivate analytical abilities
9
Facilitating the highest standards of academic achievement
1
2
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Program Outcomes
FL - Embry-Riddle General Education Competency Set (Copy 1)
General Education Competencies

Competency

Mapping

Critical Thinking (DB, PC, WW)
The student will apply knowledge at the
synthesis level to define and solve problems
within professional and personal
environments.

Embry-Riddle General Education Competency Set:
Critical Thinking (DB, PC, WW)

Quantitative Reasoning (DB, PC, WW)
The student will demonstrate the use of
digitally-enabled technology (including
concepts, techniques and tools of
computing), mathematics proficiency &
analysis techniques to interpret data for the
purpose of drawing valid conclusions and
solving associated problems.

Embry-Riddle General Education Competency Set:
Quantitative Reasoning (DB, PC, WW)

Information Literacy (DB, PC, WW)
The student will conduct meaningful
research, including gathering information
from primary and secondary sources and
incorporating and documenting source
material in his or her writing.

Embry-Riddle General Education Competency Set:
Information Literacy (DB, PC, WW)

Communication (DB, PC, WW)
The student will communicate concepts in
written, digital and oral forms to present
technical and non-technical information.

Embry-Riddle General Education Competency Set:
Communication (DB, PC, WW)

Scientific Literacy (DB, PC, WW)
The student will be able to analyze scientific
evidence as it relates to the physical world
and its interrelationship with human values
and interests.

Embry-Riddle General Education Competency Set:
Scientific Literacy (DB, PC, WW)
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Cultural Literacy (DB, PC, WW)
The student will be able to analyze historical
events, cultural artifacts, and philosophical
concepts.

Embry-Riddle General Education Competency Set:
Cultural Literacy (DB, PC, WW)

Network Security Competency
Demonstrate ability to understand and
utilize network security concepts.

No Mapping

Demonstrate capability to use software
tools to monitor and analyze networks for
security purposes.

PC_BS CIS Learning Outcomes Set
Outcome

Outcome

Mapping

Critical Thinking and Problem Solving
An ability to analyze a complex computing
problem and to apply principles of
computing and other relevant disciplines to
identify solutions.

PC_BS CIS Learning Outcomes Set: Critical Thinking
and Problem Solving

Solution Development
An ability to design, implement, and evaluate
a computing-based solution to meet a given
set of computing requirements in cyber
intelligence and security.

PC_BS CIS Learning Outcomes Set: Solution
Development

Effective Communication
An ability to communicate effectively in a
variety of professional contexts.

PC_BS CIS Learning Outcomes Set: Effective
Communication

Professionalism and Legal and Ethical
Behavior
An ability to recognize professional
responsibilities and make informed
judgments in computing practice based on
legal and ethical principles.

PC_BS CIS Learning Outcomes Set: Professionalism
and Legal and Ethical Behavior

Collaboration and Teamwork

PC_BS CIS Learning Outcomes Set: Collaboration and
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Collaboration and Teamwork
An ability to function effectively as a
member or leader of a team engaged in
activities appropriate to the program’s
discipline.

Cyber Security Skills and Mind Set
An ability to apply security principles and
practices to maintain operations in the
presence of risks and threats.

Teamwork

PC_BS CIS Learning Outcomes Set: Cyber Security
Skills and Mind Set
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Courses and Activities Mapped to PC_BS CIS Learning Outcomes Set

Critical Thinking and Problem
Solving
An ability to analyze a complex
computing problem and to apply
principles of computing and other
relevant disciplines to identify solutions.

Solution Development

Effective Communication

An ability to design, implement, and
evaluate a computing-based solution to
meet a given set of computing
requirements in cyber intelligence and
security.

An ability to communicate effectively in a
variety of professional contexts.

Professionalism and Legal and Ethical
Behavior
An ability to recognize professional
responsibilities and make informed
judgments in computing practice based
on legal and ethical principles.

Collaboration and Teamwork
An ability to function effectively as a
member or leader of a team engaged in
activities appropriate to the program’s
discipline.

Cyber Security Skills and Mind
Set
An ability to apply security
principles and practices to maintain
operations in the presence of risks
and threats.

Core Skills
MA 112
Basic Data Analysis
CS 118
Basic Scripting
CS 125
Introduction to C programming
CI 120
Introduction to Cyber Security
COM 223
Intelligence Writing

Cyber Security Skills
CS 213
Introduction to Computer Networks
CS 303
Introduction to Cryptography
CS 304
Introduction to Computer Forensics
CS 317
Introduction to FIles and Database Systems
CI 310
Intelligence Surveillance and Reconaisance
CI 311
Securing Computer Networks
CI 320
Penetration Testing - Ethical Hacking

Advanced Cyber Security Understanding
CI 450
Computer Forensics II
CI 410
Malware analysis
CS 432
Information Security
CI 490
Capstone Project

Introduced

Practiced

Mastered
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Critical Thinking and Problem
Solving
An ability to analyze a complex
computing problem and to apply
principles of computing and other
relevant disciplines to identify solutions.

Solution Development

Effective Communication

An ability to design, implement, and
evaluate a computing-based solution to
meet a given set of computing
requirements in cyber intelligence and
security.

An ability to communicate effectively in a
variety of professional contexts.

Professionalism and Legal and Ethical
Behavior
An ability to recognize professional
responsibilities and make informed
judgments in computing practice based
on legal and ethical principles.

Collaboration and Teamwork
An ability to function effectively as a
member or leader of a team engaged in
activities appropriate to the program’s
discipline.

Cyber Security Skills and Mind
Set
An ability to apply security
principles and practices to maintain
operations in the presence of risks
and threats.

Courses and Learning Activities
2018-2019
Assessment Cycle
2019-2020
Assessment Cycle
2020-2021
Assessment Cycle
2021-2022
Assessment Cycle
2022-2023
Assessment Cycle

= Aligned
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2017-2018 Assessment Cycle

Assessment Plan

Measures

FL - Embry-Riddle General Education Competency Set (Copy 1)
General Education Competencies

Outcome: Critical Thinking (DB, PC, WW)
The student will apply knowledge at the synthesis level to define and solve problems within professional
and personal environments.

Measure: Project report
Course level Direct - Student Artifact

Details/Description:

Required written and oral report from each student
in course

Criterion for Success:

Demonstrates ability to present material clearly
Demonstrates adequate ability to create written
report

Timeframe of Data
Collection:

End of semester

Key/Responsible
Personnel:

Instructor for Course

Outcome: Quantitative Reasoning (DB, PC, WW)
The student will demonstrate the use of digitally-enabled technology (including concepts, techniques
and tools of computing), mathematics proficiency & analysis techniques to interpret data for the
purpose of drawing valid conclusions and solving associated problems.
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Measure: Digital Forensics Project
Course level Direct - Student Artifact

Details/Description:

Students are required to learn about computer
forensics in the program.
As part of the course students participate in
teamwork to simulate a real world crime scene
environment

Criterion for Success:

Students perform technical steps of acquisition
correctly
Students create written report using appropriate
industry template and methods
Students present oral report with supporting
information

Timeframe of Data

Every fall the course is run with a new cohort of

Collection:

students
Improvements will be noted based on
improvements in the previouse coursework
preparing them as well as the current course

Key/Responsible
Personnel:

Instructor for Forensics course

Outcome: Information Literacy (DB, PC, WW)
The student will conduct meaningful research, including gathering information from primary and
secondary sources and incorporating and documenting source material in his or her writing.

Measure: Capstone CI 490
Program level Direct - Student Artifact

Details/Description:

The capstone course is one of the methods students
are asked to pull all of their learning together into a
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major project.
Spring 2016 the challenge was to develop a
company cyber security policy, create architecture,
implement the architecture using virtual machine
technology, evaluate via penetration testing and
develop/ present report
Criterion for Success:

Milestones achieved Plan
Architecture
Implementation
Test and evaluation
Oral and Written presentation of project include
grading of team members

Timeframe of Data
Collection:
Key/Responsible
Personnel:

Spring semester when CI 490 is offered
Instructor and Program Chair

Outcome: Scientific Literacy (DB, PC, WW)
The student will be able to analyze scientific evidence as it relates to the physical world and its
interrelationship with human values and interests.

Measure: Literature review assignment
Program level Direct - Portfolio

Details/Description:

Seniors are asked to perform literature review as
part of their final year in the program. Their goal is
to survey an area of interest related to the Cyber
Intelligence and Security program and aligned with
their career interest. In doing this they seek open
areas of challenge, an understanding of the current
state of the art and finally identification of active
workers, companies or agencies exploring these
problems.
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This requires a demonstration of scientific literacy.
Criterion for Success:

85+% of students will be able to use the their
scientific reasoning to plan, investigate, develop
and present their work in report and presentation
form. It will demonstrate clarity of thought, depth
of understanding and rigor.

Timeframe of Data
Collection:

Fall or Spring semester of senior year in final
deliverable of Capstone project.

Key/Responsible

Course instructor and Department Chair

Personnel:
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2017-2018 Assessment Cycle

Improvement Action Plan

Actions

FL - Embry-Riddle General Education Competency Set (Copy 1)
General Education Competencies

Initiative: Critical Thinking (DB, PC, WW)
The student will apply knowledge at the synthesis level to define and solve problems within professional
and personal environments.

Action: CLA assessment
This Action is associated with the following Results
No supporting Results have been linked to this Action.
Action Details:

The College has begun to use this national
assessment to help us measure critical thinking
with sampling as Freshman and then follow up in
Junior and Senior years.

Implementation
Timeframe:

This begins spring 2016 and will be administered
over the next 4 years

Key/Responsible

Dr. Ty Groh will lead the effort for the College

Personnel:
Mission Critical Budget

The exam requires additional budget of

Request Description
(Optional):

approximately $5000 per year

Budget request amount:

$5,000.00

Priority:

High
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Initiative: Quantitative Reasoning (DB, PC, WW)
The student will demonstrate the use of digitally-enabled technology (including concepts, techniques
and tools of computing), mathematics proficiency & analysis techniques to interpret data for the
purpose of drawing valid conclusions and solving associated problems.

No actions specified

Initiative: Information Literacy (DB, PC, WW)
The student will conduct meaningful research, including gathering information from primary and
secondary sources and incorporating and documenting source material in his or her writing.

Action: Alignment with NSA / DHS CAE crieria
This Action is associated with the following Results
No supporting Results have been linked to this Action.
Action Details:

Plan to update Master Course Outlines and Syllabi
to better reflect the knowledge units associated
with certificate and CAE metrics

Implementation

Begin spring 2016 and have first changes available

Timeframe:

for Fall 2016 in selected courses

Key/Responsible
Personnel:

Instructors for identified courses

Mission Critical Budget
Request Description

Course preparation funds for new faculty to
develop and update course material

(Optional):
Budget request amount:

$3,500.00

Priority:

Medium
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Initiative: Communication (DB, PC, WW)
The student will communicate concepts in written, digital and oral forms to present technical and nontechnical information.

No actions specified

Initiative: Scientific Literacy (DB, PC, WW)
The student will be able to analyze scientific evidence as it relates to the physical world and its
interrelationship with human values and interests.

Action: Develop improvement plan
This Action is associated with the following Results
No supporting Results have been linked to this Action.
Action Details:

Utilize the knowledge unit guidelines from the
evolving NSA / DHS Center of Academic
Excellence program to improve the curriculum
and the measurement of entrance and exit skill
levels of students.

Implementation
Timeframe:

Develop outline of plan in Spring 2018 with the
department team
Present draft plan to Industry advisory Board in
May 2018
Implement changes over the summer 2018
Begin pre-course assessments in at least 4 key
courses representing the different cohorts
Intro to Cyber - CI 119
Intro to Networking - CS 213
Intro to Computer Forensics - CS 304
Malware Analysis - CI 410
These are representative of each academic year
1st through 4th.
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Key/Responsible

Department Chair and Individual instructors for

Personnel:

selected courses identified by team

Mission Critical Budget

$5000 for Department training on assessment and

Request Description
(Optional):

travel to educational conference

Budget request amount:

$5,000.00

Priority:

Medium
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